OIe“ mTech® NETWORK SECURITY

APPLICATION NOTE

NETWORK SECURITY
Staying Ahead of the Curve

PREFACE

Very few things in this world move at the pace of technology. Today’s internet infrastructure offers a tremendous value
proposition to those implementing an automated monitoring and control solution to a new oil and gas production site.
Tempering this value proposition, however, is the exposure of both wired and wireless infrastructure to internal and
external security compromise. If one plans to stay ahead of the curve, one must consider an adaptive, yet proven,
approach when providing end-to-end security to a customer’s valuable assets.

One conundrum in this endeavor: as technology becomes more advanced, it becomes less secure, as algorithms praised for
their worthiness one day are quite literally cast aside for their flaws the next.

So what then become the most important CTQs when evaluating a security strategy or implementation?

- Limited exposure, the most secure deployment is one which has no inputs; expose as little as possible.
- Proven technology, implementing one’s own cipher suite is far better left to others with less to lose.

- Adaptive technology, new vulnerabilities are exploited daily; one’s mitigation response must be swift.
- Digital Certificate Authorities, encrypt all traffic, guarantee authenticity.

- Diligent evaluation, track field asset access and identify potential compromise; be prepared to act.
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The OleumTech Solution
LIMITING EXPOSURE

RF End Nodes — The most secure deployment is one which has no inputs. All OleumTech RF endpoints push information
from sensor to gateway on their own user-configured time interval thereby severely reducing over-the-air exposure to
Software Defined Radio (SDR) hackers. While they wait for their transmit interval to expire, OleumTech RF endpoints
maintain a powered down state serving two purposes: the conservation of battery life, and the elimination of remote RF
network access through a routing node.

OleumTech RF endpoints contain no method for IP routing as they access point-to-multipoint APIs for their data
transmission. All RF data may be encrypted using the Advanced Encryption Standard (AES) as defined by the National
Institute of Standards and Technology (NIST), Federal Information Processing Standards (FIPS), Publication 197 certified
algorithms.

IP Routable Gateways — OleumTech IP routable gateways may only be configured via BreeZ® v5.x Configuration Software.
This software is only available via the OleumTech website and is digitally signed by an authorized certificate signing
authority.

Additionally, all OleumTech IP routable gateways ship with SSH disabled further limiting exposure to an unauthorized
modification of a gateways’ configuration and or root file system.

TLS_RSA_WITH_AES_256_GCM_SHA384

PROVEN & ADAPTIVE TECHNOLOGY

OleumTech IP routable gateways depend upon the OpenSSL Project for the latest in network security algorithms. “The
OpenSSL Project is a collaborative effort to develop a robust, commercial-grade, full-featured, and Open Source toolkit
implementing the Transport Layer Security (TLS) and Secure Sockets Layer (SSL) protocols as well as a full-strength general
purpose cryptography library. The project is managed by a worldwide community of volunteers that use the Internet to
communicate, plan, and develop the OpenSSL toolkit and its related documentation.” (OpenSSL Foundation, Inc.)

OleumTech IP routable gateways provide a self-signed encryption scheme that employs the most up to date cipher suite
available. BreeZ® v5.x takes advantage of SSL/TLS 1.2 Next Generation Encryption (NGE) algorithms identified in the
Network Working Group, RFC 5289, TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode (GCM)
for end-to-end encryption and authentication. “The algorithms that comprise NGE are the result of more than 30 years of
global advancement and evolution in cryptography. Each constituent component of NGE has its own history, depicting the
diverse history of the NGE algorithms as well as their long-standing academic and community review.” (Cisco Systems ,
2014)

For Web Server access, OleumTech maintains strict control over browser available cipher suites through the monitoring of
new cyber threats associated with a given cipher suite.
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DIGITAL SIGNING AUTHORITIES

“Digital certificates are used by software developers to digitally sign a program to prove that it has not been altered or
compromised by a third party. While software purchased from a retail store is typically considered to be relatively safe,
programs downloaded from the Internet are often treated with suspicion because of the widespread proliferation of viruses
and malware.” (DigiCert, Inc)

All of the latest software and firmware packages available for download via OleumTechs’ support center
(support.oleumtech.com) are digitally signed by its trusted Certificate Authority.

DILIGENT EVALUATION

OleumTech currently uses Qualys, Vulnerability Scan (www.qualys.com) to stay current with newly identified security
threats. Once a threat is identified, OleumTech then weighs the security risk vs. browser compatibility to provide a suitable
course of action. Wherever possible, OleumTech will simply remove the compromised suite from the list of acceptable
ciphers.

In addition to vulnerability scans, OleumTech is alerted, via email, to the latest security threats from both its SSL Certificate
Authority (DigiCert ®, Inc.) and the OpenSSL Foundation, Inc. allowing OleumTech to stay ahead of the curve.

Figure 1 OleumTech DH3 Gateway Independent Qualys SSL Labs Vulnerability Scan results, Monday, May 11th, 2015.

5/11/2015 SSL Server Test: dh3.oleumtech.com (Powered by Qualys SSL Labs)

@ QUA I.YS’ SSL I_ABS Home Projects Qualys.com Contact

You are here: Home > Projects > SSL Server Test > dh3.oleumtech.com

SSL Report: dh3.oleumtech.com (98.189.134.205)

Assessed on: Mon, 11 May 2015 17:52:51 UTC | HIDDEN | Clear cache Scan Another »

Summary

Overall Rating

Certificate 0
Protocol Support 95
Key Exchange 80
Cipher Strength 90
If trust issues are ignored: A
0 20 40 60 80 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This server's certificate is not trusted, see below for details.

Certificate has a weak signature and expires after 2016. Upgrade to SHA2 to avoid browser warnings. MORE INFO »

This server supports TLS_FALLBACK_SCSYV to prevent protocol downgrade attacks.
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Figure 2 OleumTech DH3 Gateway Independent Qualys SSL Labs Vulnerability Scan results, Monday, May 11th, 2015.

Figure 3 continued

Authentication

S5

Server Key and Certificate #1

Common names
Alternative names
Prefix handling

Valid from

Valid until

Key

Weak key (Debian)
Issuer

Signature algorithm
Extended Validation
Certificate Transparency
Revocation information

Trusted

Additional Certificates (if supplied)

Certificates provided

- INVALID

Not required for subdomains
Mon, 22 Dec 2014 14:29:32 UTC
Sun, 17 Dec 2034 14:29:32 UTC (expires in 19 years and 7 months)
RSA 2048 bits (e 65537)

No

OleumTech DH3 Self-signed
SHA1TwithRSA WEAK

No

No

None

No NOT TRUSTED (Why?)

1 (933 bytes)

https:/Awww ssllabs.com/ssltest/analyze.htm|?d=dh3.oleumtech.com&hideResults=on

5/11/2015

SSL Server Test: dh3.oleumtech.com (Powered by Qualys SSL Labs)

Chain issues

@ Certification Paths

Path #1: Not trusted (path does not chain to a trusted anchor)

Sent by server

Not in trust store

Contains anchor

OleumTech / OleumTech DH3 Self-signed

Fingerprint: c9d47tb3d74994695e04c7e0dc1f9a82a936fb8d
RSA 2048 bits (e 65537) / SHATwithRSA

Weak or insecure signature, but no impact on root certificate

115
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Figure 4 continued

Configuration
‘ —1 Protocols
‘ TLS 1.2 Yes
TLS 11 Yes
TLS 1.0 Yes
SSL3 No
SSL 2 No

Cipher Suites (SSL 3+ suites in server-preferred order; deprecated and SSL 2 suites always at the end)

‘ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) ECDH 256 bits (eq. 3072 bits RSA) FS 128
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x33) DH 1024 bits (p: 128, g: 128, Ys: 128) FS WEAK 128
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (0xc012) ECDH 256 bits (eq. 3072 bits RSA) FS 112
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (0x16) DH 1024 bits (p: 128, g: 128, Ys: 128) FS WEAK 112
TLS_RSA_WITH_AES_128_CBC_SHA (ox2f) 128
TLS_RSA_WITH_3DES_EDE_CBC_SHA (oxa) 112
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) ECDH 256 bits (eq. 3072 bits RSA) FS 256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028) ECDH 256 bits (eq. 3072 bits RSA) FS 256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) ECDH 256 bits (eq. 3072 bits RSA) FS 256
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x9f) DH 1024 bits (p: 128, g: 128, Ys: 128) Fs WEAK 256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (0x6b) DH 1024 bits (p: 128, g: 128, Ys: 128) FS WEAK 256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x39) DH 1024 bits (p: 128, g: 128, Ys: 128) FS WEAK 256
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (0x88) DH 1024 bits (p: 128, g- 128, Ys: 128) Fs WEAK 256
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x9d) 256
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x3d) 256
TLS_RSA_WITH_AES_256_CBC_SHA (0x35) 256
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (0x84) 256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) ECDH 256 bits (eq. 3072 bits RSA) FS 128
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027) ECDH 256 bits (eq. 3072 bits RSA) FS 128
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (0x9e) DH 1024 bits (p: 128, g- 128, Ys: 128) Fs WEAK 128
TLS_DHE_RSA WITH_AES_128_CBC_SHA256 (0x67) DH 1024 bits (p: 128, g: 128, Ys: 128) FS WEAK 128
TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (0x45) DH 1024 bits (p: 128, g 128, Ys 128) Fs WEAK 128
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x9c) 128
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x3c) 128
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (0x41) 128

https:/iwww.ssllabs.com/ssltest/analyze.htm|?d=dh3.oleumtech.com&hideResults=on 2/5
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Figure 5 continued

51172015

SSL Server Test: dh3.oleumtech.com (Powered by Qualys SSL Labs)

Handshake Simulation

Android 2.3.7 No SNI 2
Android 4.0.4

Android 4.1.1

Android 4.2.2

Android 4.3

Android 4.4.2

Android 5.0.0

Baidu Jan 2015
BingPreview Jan 2015
Chrome 42 /OS X R
Firefox 31.3.0 ESR /Win 7
Firefox 37 /OS X R
Gooaglebot Feb 2015
IE6/XP NoFS' NoSNI?2
IE7 /Vista

IE8/XP NoFS' NoSNIZ2
IE8-10/Win 7 R
IE11/Win7 R

IE11/Win81 R

IE Mobile 10 /Win Phone 8.0

IE Mobile 11 /Win Phone 8.1

Java 6u45 No SNI?
Java 7u25

Java 8u31

OpenSSL 0.9.8y
OpenSSL 1.0.11 R
OpenSSL 1.0.2 R
Safari5.1.9/0S X 10.6.8
Safari 6 /i0S 6.0.1 R
Safari6.0.4/0S X 10.8.4 R
Safari 7 /i0OS 7.1 R
Safari7 /0S X 10.9 R
Safari 8 /i0S 8.1.2 R
Safari8 /0OS X 10.10 R
Yahoo Slurp Jan 2015

YandexBot Jan 2015

(1) Clients that do not support Forward Secrecy (FS) are excluded when determining support for it.

TLS1.0 TLS_DHE_RSA WITH_AES_ 128 CBC_SHA (6x33) FS
TLS1.0 TLS ECDHE RSA WITH AES 128 CBC_SHA (0xc013)
TLS1.0 TLS_ECDHE RSA WITH_AES_128_CBC_SHA (0xc013)
TLS1.0 TLS_ECDHE RSA WITH_AES_128_CBC_SHA (0xc013)
TLS1.0 TLS ECDHE RSA WITH_AES 128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)
TLS1.0 TLS ECDHE RSA WITH_AES 128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE RSA WITH_AES_128_CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA (0xc013)
Protocol or cipher suite mismatch

TLS1.0 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA (0xc013)
TLS1.0 TLS_RSA WITH_3DES_EDE_CBC_SHA (8xa) No FS
TLS1.0 TLS ECDHE RSA WITH_AES 128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE RSA WITH_AES_128_CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)
TLS1.0 TLS ECDHE RSA WITH_AES 128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS1.0 TLS_DHE_RSA WITH_AES_128_CBC_SHA (0x33) FS
TLS1.0 TLS ECDHE RSA WITH_AES 128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE RSA WITH_AES_128_CBC_SHA (0xc013)
TLS1.0 TLS_DHE_RSA_WITH_AES_128_CBC_SHA (8x33) FS
TLS1.2 TLS ECDHE RSA WITH_AES 128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA (0xc013)
TLS1.0 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA (0xc013)
TLS1.2 TLS ECDHE RSA WITH_AES 128 CBC_SHA (0xc013)
TLS1.0 TLS_ECDHE RSA WITH_AES_128_CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE RSA WITH_AES_128_CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA (0xc013)
TLS1.2 TLS_ECDHE RSA WITH_AES_128_CBC_SHA (0xc013)

TLS12 TLS_ECDHE RSA WITH_AES_128_CBC_SHA (exce13)

(2) No support for virtual SSL hosting (SNI). Connects to the default site if the server uses SNI.

(3) Only first connection attempt simulated. Browsers tend to retry with a lower protocol version.

(R) Denotes a reference browser or client, with which we expect better effective security.

(All) We use defaults, but some platforms do not use their best protocols and features (e.g., Java 6 & 7, older IE).

FS

128
128
128
128
128
128
128
128
128
128
128
128
128

Fail®
128
112
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128
128

128
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Figure 6 continued

Protocol Details

Secure Renegotiation Supported
Secure Client-Initiated Renegotiation No
https://www .ssllabs.com/ssltest/analyze.htm|?d=dh3.oleumtech.com&hideResults=on 3/5

5/11/2015

SSL Server Test: dh3.oleumtech.com (Powered by Qualys SSL Labs)

Insecure Client-Initiated Renegotiation

BEAST attack

POODLE (SSLv3)

POODLE (TLS)

Downgrade attack prevention
TLS compression

RC4

Heartbeat (extension)
Heartbleed (vulnerability)
OpenSSL CCS vuln. (CVE-2014-0224)
Forward Secrecy

Next Protocol Negotiation (NPN)
Session resumption (caching)
Session resumption (tickets)
OCSP stapling

Strict Transport Security (HSTS)
Public Key Pinning (HPKP)

Long handshake intolerance
TLS extension intolerance

TLS version intolerance
Incorrect SNl alerts

SSL 2 handshake compatibility

Miscellaneous

Test date

Test duration

HTTP status code
HTTP server signature

Server hostname

No

Not mitigated server-side (more info) TLS 1.0: oxce13
No, SSL 3 not supported (more info)

No (more info)

Yes, TLS_FALLBACK_SCSV supported (more info)
No

No

Yes

No (more info)

No (more info)

Yes (with most browsers) ROBUST (more info)

No

No
No
No
No

No

Yes

Mon, 11 May 2015 17:51:12 UTC
98.482 seconds

200

lighttpd/1.4.35

wsip-98-189-134-205.0c.0c.cox.net
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Figure 7 continued

Why is my certificate not trusted?

There are many reasons why a certificate may not be trusted. The exact problem is indicated on the report card in bright red. The problems fall into three
categories:

1. Invalid certificate
2. Invalid configuration
3. Unknown Certificate Authority

1. Invalid certificate
A certificate is invalid if:

* |t is used before its activation date

o |tis used after its expiry date

¢ Certificate hostnames don't match the site hostname
¢ |t has been revoked

2. Invalid configuration

In some cases, the certificate chain does not contain all the necessary certificates to connect the web server certificate to one of the root certificates in
our trust store. Less commonly, one of the certificates in the chain (other than the web server certificate) will have expired, and that invalidates the entire

chain.
https:/Awww.ssllabs.com/ssltest/analyze.htm|?d=dh3.oleumtech.com&hideResults=on 4/5
5/11/2015 SSL Server Test: dh3.oleumtech.com (Powered by Qualys SSL Labs)

3. Unknown Certificate Authority

In order for trust to be established, we must have the root certificate of the signing Certificate Authority in our trust store. SSL Labs does not maintain its
own trust store; instead we use the store maintained by Mozilla.

If we mark a web site as not trusted, that means that the average web user's browser will not trust it either. For certain special groups of users, such web
sites can still be secure. For example, if you can securely verify that a self-signed web site is operated by a person you trust, then you can trust that self-
signed web site too. Or, if you work for an organisation that manages its own trust, and you have their own root certificate already embedded in your
browser. Such special cases do not work for the general public, however, and this is what we indicate on our report card.

4. Interoperability issues

In some rare cases trust cannot be established because of interoperability issues between our code and the code or configuration running on the server.
We manually review such cases, but if you encounter such an issue please feel free to contact us. Such problems are very difficult to troubleshoot and you
may be able to provide us with information that might help us determine the root cause.

SSL Reportv1.16.14
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